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DNS

® Domain Mame System

» Provides the mapping from mames to
rESOUMCES

® A gobal distnbuted, loasely coherent
TySLEm

* Almost all transactions on the Internet use
the DS
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DNS has a distributed
nature

» Authariative servers all provide part of the

name $paic

® Lzer devices guery a loal server that
maintairs a cache

® For better performance
® For scalability of the system as 2 whale
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Look up against necursive servers

Recursive sersers guery
authoritative servers

Recurswe servers cache
resuits
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When do you use the

DNS

® Arytime that you need 1o know where the
ather guy is

® Df5 is the phone book of the Intermet

® 500t is used when people make a voice

aver [P call
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Or they use the DNS
when sending MAIL
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Or they use the DNS

® ‘hen downboading Software upgrades
® Sraring their agenda

* Uplpading tax forms

¥ Instant messaging with friends

® [onnect to their seourity amera

® Figure out the [atest news about that
merger

® e woald an actcacker use the DMNE far
artacks!

® [y fooling the recever that a service lies
elsewhere

Hack to cur VOIF example
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Cache Poisoning

® The attack you just saw is called cache

PLEsCRing

® Inserting false data into the cache of
FECUSIVE MAIME SETVErS

® This form of attack has been krown for

years
® Dne of the reasons to wark on DMNSSEC
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Cache poisoning is a

generic attack

® If somebody marages to repluce DME data

they can hijack the service thar DRE
record pointed to

® “Woice, web serwices, online banking and
. anpthing!
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Why is this attack
possible?

¥ Antack is based on ‘predicting propertes

® g when asking a question to a female
you expect a fernale voice to answer

® The property traditionally aailable is the
Query 1D
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First: randomness is

non-trivial

& BIMD used a pasudo rassdasm numbier

genersior thag providied predctabie
SEqUENLES

#® Currese D eeen: nexe 1D ane oot of 10
putdble numbery

# Crly order 15 gueries reeded to pridict

rest of the sream
# Discowered by fumiz Klein of cruszeer
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Second: Query ID only
is not sufficient

Chanoe that n people have different birthdays

Chance that n peaple hawe the same birthday
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Varying properties in a
packet as defence

® The sender can vary the following
properties for the attadeer o match

® Juery 1D (16 Eits)
® Sounce port (14 bits)
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Using all ports, not easy

® Zome architectores did mozuse a

sufficiently lzrge range of ports

® The pawches issued sarly 2008 all kad to dio
with increasing the randomness in port use
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Ox20?

® Yartdles noa query

® gueTFname. cuerpTppe, querpcliss querysid ip-
SoUrE-adired, ip-source=port

Ol uses query rame

® Bl eCurk-Ban k. -ServiDe5 . C0m
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50%-5%-0.5%-0.05%

# There are liverally millions of resoboers out
there
& The cakulafiors are baved on certain
AL NS
& Sanning of Pore 1D and Query 1D are
relipendent: mukiplication of changes?
# All steg in amarem reeg de v courd an the

neacz quikck fist ar the soksdon thac has been
designiad o cone with this?
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Still: until 2007 foll
seemed happy

¥ Antacker only ot one try:
® Query for wwos. onlinebank example

® Bombard with answers hoping for the the
malz-fide answer to get in first

® Wait for timeout of the TTL
® Then try agin
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Kaminsky's variant

* {lassic cache poisoring gase you “a few
tries’ to get in between the cutgoing
question and incoming answer

® Kamirsky ame with 2 scheme where the
audprit can keep trying

® Surprisingly simple. 2 wonder nabody
thought of the variety befare
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Consider turning on
yvour sniffers
® In all hanesty: not much is known aboat

Fiorey mch and Riow ofben sucoess is
accomplsibed

® e wether there i attack traffic around

® ook for spoafing attempts of software
update doman

¥ Share your experience
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DEMO 12!
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Wie lost DiMAL.
Haw abaut the aether defenses ?

i

S5L1?

» {urrent practices are slappy

® lsers comnect to their banks

® Get redirected to ureehted domains
® Iser interfaces only show padiocks
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Exploit

* Attacker paisons D5 for wenw possbankonl
® Faboe wwrwpastbanknl redrects to

posthank.secure-bank-services.com

* Oihraining the domain name and ceroficate is
trivial far cegarized criminals

» Users are used to these scot of redirectans

and the domainrame looks trustearthy

. "l

Things get worse

® Fake weerwpastbank nll redirects to Sake
ttns:iwens postioank nl

® 35l protects agmins that!

® Mot if the attacker has 2 signed certificte

® ey would an astacker do that?
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Don't rely on DNS for
the Security review
® Don't get the contact details out of the WHOHE,
geating to WYHOIS iz DMG based

® Dion't send confirmation e-rmails to typical
addroszes in the domain

® Mail uses the DMS

* Dion't try o see if domain already has a 550
certifi@ie irstalled That uses the DS
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DMNSSEC
What does it protect?

LLet us have ancther loak at the DRS archieciure
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Dara flow through the CMS
B —

roboap i

Dara flow through the CMS

Wyhere are the vulnerable
painzs?

F SireEr wATETERL L1

DINSSEC protects all
these end-to-end

¥ Az an aside:
There is a protection mechanism agairst
the man in the middle: T3G

® Frovides hob-by=hop security
® T5IG is operationally deployed woday
® PBased on shared seoret: not scalabde
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What does DNSSEC

provide

b aronides mesage wehestication and integrEy

venfiifan through crppiographis gsaiune
® Vo knoew whia prostsed the sgrasere

& Mo modficasons betseen dgring and walization

& & does mot proside ueboraban

b Edpey mpl prosede confidesbaliy

& g does nor prowide promsien apiser DOOE

e = i

Metaphor

# Ervelope smled when
data is published in the
D845 sypstern

® Doks narﬁ.mﬁz.‘. HIE 15448
confidenially

® The seal protects the
delivery process ey B AR

® g assertion abaut the
ITIESEaEe ‘H
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Trust and !
e

Confidence

Regstry syztemn !
® DMSSEC erables confiderce in che DNG

® |t does not change the trust we put in the
Repstry/Registrar procedures

® Alhough introducuaon of DMSSEC may
imprave some of the procedures

DS system

The Numbers
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Chicken and Egg

Limle deploymans maane litde ecparence and des
I=C H

® Limke ceperience asd few tooh inerease the oot of
deplegrminl

" Limle signing Inframrasure oo |(umly oo of valdaton
a Limle validasars so panfy the dpning infrasoructars
u Bdo ghort serm benefitn, only long ters

& This is aboot Trust is the Isternet
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Software and Tools

® oen Source
® BINC NSO and Unbound
® Wrious mainterance tools
® hetptanwsdnssec netisoftware
* ‘Yaporware
® ppendnssec.net and many more
* Commerdal

® Secoredd Melerarce, Infoweapars [
[T - " Luts
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Breaking the Egg

-

® [Deployment by the custodians of the DS
irfrastructuere [TLDs and the Root) allows
athers ta hook in

® Resobver side deployment to immediztedy
benefit

Suppose

® aTLD regstry, some registrars, mzjor 5P,
ard zame majar stakehalders like banks,
anlire services. and public services wiould
simultaneously commit to 2 schedule!

® That would create immedate value (higher
securicy} for all parties.

® DS is core o most interacoons on the
LT nes

® |t is desipned with a trust maded in mind
thiat s not beld for aver a few decades

® DIRSSEC is a mey to (re!jbuilding trusz in
the Internet

® Mot a magic bulles, but a {neceszary] ool
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Steps towards Secure
DNS
e g
® Suppose we want confident mapping for

wwewbarkin
* ‘Wyhat needst to be done
e g




view

® The resober will need to verify the
sigrature over www/oank.in is valid

¥ Terg taske
» mplemans 3 vl fping recuniee nameserer
s corfigure cha apropriace peblic key
® Egiinain the conlgored puble Wy

DNSSEC on a
® |nszall the appropriate picoe of software
® Latest BIND or Unbound
® Bath run on commodity hardware

» Bath are coen-source freely available

® [Perform the appropriate amount of testing
to understand the falure modes

Configuring Public Keys

i Pubdic ko are configured i the fley [ramnal}

# Make zurs public ki am rolled

" H.ll:c-? vure yoa know the palicie of cthe signing
oEitie

i (Mot relling berm inde seeere Bilure mecle

# Lhe ool
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The costs involved

® Commaodizy hardwane

® Mo reed o wograde Routers and [P
cquipment
® Though Firewalls may cause issues
® Free software

® The rest is 2 knowledpe exercise
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Public Keys

® Zuppase you want ta weri’y the dara from
all your banks:

L em M
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Use the DNS for public
key distribution
® [Publish the public key of bankin in .in

® Have M signed

® Reduces the key-maintenance issues
greachy!

® Signing 1M faciitates DMSSEC for all
partics imvohed
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I * A fow more components are iroled

® Let us zoom in on the several components
# The generic case

# For a zone with delegaticns (like M)
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Classic DN5

Frowisianing  Publishing -

.
I

Intreducing DNSSEC

O™S5EC aware name server Software

Frovizianing  Publishing

Key maintenance
&

- Zone signing M=




DINSSEC Aware

MNameservers

» Software Exercise
* RBINMD and Unbound free and open source
¥ Zome hardware requirements:

® memory requirements increase

® RIPE 352 or measurs

Key maintenance
Private Keys
® Determine a policy 2nd implement i

® Think abouz risks and aperations
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Key maintenance
® Your users may candigure your public key
as a trust anchar

® Consider how your users will fezch the
ey Cut of band validation

®* [ooument pour proccdures

¥ IUnload to your parent




Key Maintenance
Rollovers

* Document roflover procedures
® Tale into account the tming sequences

® LUinderstand, train, and automate

ML=
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¥ LU the BINDYLUnbownd tools
¥ Diepending on your requirements build or
[uy machirery that allows secure key
storage
® oen scurce toals and progrietary
solutians
ML=
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Mote about costs

® Agin: Knowledge Exerose

» Understanding the issues abouz publication,
maintainerance and rollng of the keys

® Dhraw up requirements
® [mplement ar buy solutions

®* On the server side: Simple upgrade of software
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For the Registry

DMSSEC aware mame server Softwane

Proeisioning

Prowisioning Syscem

Bmpragey H
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Questions to address
Registrar

» Customer interactan

® Flow much checking of your customer
setup [walue add)

* How do you valicare the public key

® |5 this any different than haw you
validate 2 change in the MEF
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Questions to addres
Registry

® ‘Wizt wil you stare DRSKEY or DS

® Consider D% hiash algorizhm aglicy:'¥il
you ask 2l your customers to provide

new beys?

® Hoow will pou get the DMEKEYs from your
Regstrars?

® How is thar different from how you ges
the M5 records!

ML
Lats

® ‘What are your operaticnal canstraints!
® il you allow direct Registrant interaction

» o whena registrants key went broken
at 1 am
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Follow the NS

® Froem a registration perspective the M5 and
the D% dam Fave very similar praperties
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